Subject: Computer Science

Long Term Plan

Vision Statement:
The Computer Science curriculum is designed to give students the opportunity to solve problems logically without fearing failure. By doing this, students will build resilience and tenacity, enabling them to succeed in the modern digital age. While the
world of work is ever-changing, the need for traditional IT skills remains essential. Embedding these skills within the curriculum will ensure that students leave Lutterworth with key vocational abilities. Additionally, students will develop a 21st-century
understanding of online safety and the positive and negative outcomes of Computer Science. By learning these skills, we will enable equality of access, reduce the digital divide ensuring no student is disadvantaged due to their background or access
to technology. Given the significance of social media in everyday life, it is also essential that students understand both the positives and negatives of its use, including the impact influencers have through their social media platforms. Students should
be equipped with the skills and opportunities to critically evaluate the impact of social media on society.

Domains of knowledge:

Digital literacy
Programming
constructs
Algorithms

Problem solving
Data representation
Hardware
Networks

Software

Key concepts:

Digital literacy
Staying safe online, cyberbullying, the use of social media, impact of digital media, fake news, using Microsoft applications effectively (word processing, spreadsheets, email), copyright and the use of creative commons,
evaluating information, digital footprint, cyber security, network vulnerabilities, penetrating testing, encryption.

Problem Solving

Analysis of a problem, computational thinking (abstraction, decomposition, pattern recognition, algorithmic thinking), programming constructs (sequencing, selection and iteration), data representation calculations,
Python programming, data structures, flow charts, pseudocode, sorting and searching algorithms, Scratch, microbits, Small Basic, syntax errors, logic errors, network security, software development methodologies,
testing.

Algorithms

Interpret algorithms, create algorithms, purpose of an algorithm, outputs of an algorithm, syntax and logic errors, error correction of an algorithm, data structures, sorting and searching algorithms (bubble sort, binary
sort, insertion sort, binary search, linear search), evaluating algorithms, sequence, selection, iteration, computational thinking, testing code, trace tables, Al, flow charts, data structures, subprograms, functions and
procedures.

Mathematical concepts and logic

Base 2, base 16, binary conversion, hex conversion, binary addition, binary shifts, overflow, two’s complement, sign and magnitude, floating point, compression, text conversion, image calculations, sound calculations,
file size, logic gates, Boolean expressions, ciphers, truth tables, microbits.

Languages

Low level languages, high level languages, algorithms, flow charts, OCR reference language, pseudocode, block coding, LMC, SQL, Excel formulae, Excel functions. HTML, CSS, JavaScript, Small Basic, Python, Godot,
PyGame, assembler, compiler, interpreter, trace tables, microbits.

Communication and Networks

Internet, WWW, network topologies, communication online, encryption, protocols, standards, packet switching, network hardware, compression, routing, privacy, HTML, CSS, JavaScript, network security.

Hardware

Network hardware, cabling, CPU, RAM, ROM, peripheral devices, binary, embedded systems, logic gates, microbits systems architecture (Von Neumann).

Ethics, Cultural and Legal
Data Protection Act, GDPR, Copyright Designs and Patents Act, creative commons, RIPA, Freedom of Information Act, Information Commissioner, privacy, ethics, cultural symbolism, Ul design, accessibility, use of artificial
intelligence, environmental issues.

Software
Spreadsheets, word processing, presentation software, DTP, User Interface design, application of software, databases, systems software, utilities.




Year 10 Computer Science Curriculum Map

Component 1

Topic: 1.6 Ethical, Legal, cultural and environmental impact | 1.1 Systems Architecture 1.2 Memory and Storage 1.3 Computer Networks and Topologies
When: Autumn Term 1 Autumn Term 2 - Spring Term 1 Spring Term 2 Summer Term
Domains of Digital literacy Hardware Hardware Networks
Knowledge: Data representation Hardware
Digital Literacy
Key Concepts: Digital Literacy: Staying safe online, cyberbullying, the | Hardware: CPU, RAM, ROM, peripheral devices, Mathematical concepts and logic: Base 2, base 16, Hardware: Network hardware, cabling.

use of social media, impact of digital media, fake news,
copyright and the use of creative commons, evaluating
information, digital footprint, cyber security, network
vulnerabilities, penetrating testing, encryption.

Ethics, Cultural and Legal: Data Protection Act, GDPR,
Copyright Designs and Patents Act, creative commons,
RIPA, Freedom of Information Act, Information
Commissioner, Computer Misuse Act, privacy, ethics,
cultural symbolism, Ul design, accessibility, use of
artificial intelligence, environmental issues.

binary, embedded systems, systems architecture (Von
Neumann).

binary conversion, hex conversion, binary addition,
binary shifts, overflow, compression, text conversion,
image calculations, sound calculations, file size.
Communication and networks: Encryption.

Hardware: CPU, RAM, ROM, binary.

Communication and networks: Internet, WWW,
network topologies, communication online,
encryption, protocols, standards, packet switching,
network hardware, compression, routing.

Digital literacy: Network vulnerabilities.

End Points

AO1: Demonstrate knowledge and understanding of the key concepts and principles of Computer Science.
AO2: Apply knowledge and understanding of key concepts and principles of Computer Science.

AO3: Analyse problems in computational terms.

Broken down

Students consider the impacts that digital technology

Introduce the purpose of the CPU and the FDE cycle as

Students will be able to:

Students need to be aware of the types of networks

knowledge has on the wider society. Students develop and well as the common components and the Von Explain what Primary storage (memory), secondary (LAN/WAN) with factors that can affect performance.
covered: understanding of the wider issues associated with Neumann Architecture. Students should be able to storage, units, data storage, compression is and apply | Students need to be able to identify the key features
computer science and IT, including legislation. explain the FDE cycle and the factors which can affect | i to different scenarios. of these and explain how the work is communicated.
Studentslshould pe able tq;pply t:(ljslkr;cz)vxéledgel-to the performance of the CPU as well as embedded Students will be able to work with different number Students should understand star a.nd meSh. topologies
essay style questions consi ering / (PEELcan | systems. systems (denary, binary, hexadecimal), and be able to draw these topologies for give
be used to support students in answering these ] ] . scenarios.
questions). Students will be able to undertake binary addition and _
use binary shifts for multiplication and division. They will also know how the Internet works. and
. discuss the different modes of connection, encryption,
Students will also understand how computers
. MAC and IP address and the protocols and standards.
represent characters, images and sound and apply
these to exam style questions.
Assessment: Summative: End of unit written test using OCR Exambuilder questions — assessing assessment objectives 1/2/3
Formative: Do Now activities at the start of lessons — recap on previous learning
Revise CS to practise exam style questions and recall
Direct questioning in lessons
Component 2
Topic: Programming Practice — 2.1.1 Computational Thinking 2.1.2 Designing, Creating and 2.1.3 Searching & Sorting 2.3 Producing Robust Programs 2.4 Boolean Logic
2.2 Programming Fundamentals Refining Algorithms Algorithms
When: Autumn Term 1 — Autumn Term 2 | Autumn Term 2 Spring Term 1 Spring Term 2 Summer Term 1 Summer Term 2
Domains of Programming constructs Problem solving Programming constructs Programming constructs Programming constructs Problem solving

Knowledge:

Algorithms
Problem solving

Algorithms
Problem solving

Algorithms
Problem solving

Algorithms
Problem solving

Hardware

Key Concepts:

Problem Solving: Programming
constructs (sequencing, selection
and iteration).

Problem Solving: Computational
thinking (abstraction,
decomposition, pattern

recognition, algorithmic thinking).

Problem Solving: Computational
thinking (abstraction,
decomposition, pattern

recognition, algorithmic thinking).

Algorithms: Sorting and searching
algorithms (bubble sort, binary
sort, insertion sort, binary search,
linear search).

Problem Solving: Syntax errors,
logic errors.

Algorithms: Outputs of an
algorithm, syntax and logic errors,
error correction of an algorithm.

Mathematical Concepts and Logic:
Boolean expressions, truth tables.

Hardware: Logic gates, truth tables.




Algorithms: Interpret algorithms,
create algorithms, purpose of an
algorithm, outputs of an algorithm.

Mathematical Concepts and Logic:
Boolean expressions.

Languages: High level languages,
algorithms, flow charts, OCR
reference language, pseudocode,
Python.

Algorithms: Interpret algorithms,
create algorithms, purpose of an
algorithm, outputs of an algorithm,
syntax and logic errors, error
correction of an algorithm.

Languages: Python.

Problem Solving: Sorting and
searching algorithms.

Languages: Python.

End Points:

AO1: Demonstrate knowledge and
understanding of the key concepts
and principles of Computer
Science.

AO2: Apply knowledge and
understanding of key concepts and
principles of Computer Science.

AO3: Analyse problems in
computational terms:

to make reasoned judgements to
design, program, evaluate and
refine solutions.

AO1: Demonstrate knowledge and
understanding of the key concepts
and principles of Computer Science.

AO2: Apply knowledge and
understanding of key concepts and
principles of Computer Science.
AO3: Analyse problems in
computational terms

AO1: Demonstrate knowledge and
understanding of the key concepts
and principles of Computer
Science.

AO2: Apply knowledge and
understanding of key concepts and
principles of Computer Science.

AO3: Analyse problems in
computational terms:

to make reasoned judgements to
design, program, evaluate and
refine solutions.

AO1: Demonstrate knowledge and
understanding of the key concepts
and principles of Computer
Science.

AQ2: Apply knowledge and
understanding of key concepts and
principles of Computer Science.

AO3: Analyse problems in
computational terms:

to make reasoned judgements to
design, program, evaluate and
refine solutions.

AO1: Demonstrate knowledge and
understanding of the key concepts
and principles of Computer
Science.

AO2: Apply knowledge and
understanding of key concepts and
principles of Computer Science.

AO3: Analyse problems in
computational terms:
to make reasoned judgements to

design, program, evaluate and
refine solutions.

AO1: Demonstrate knowledge and
understanding of the key concepts
and principles of Computer
Science.

AQ2: Apply knowledge and
understanding of key concepts and
principles of Computer Science.

Broken down

Use the following while writing

Students will cover:

Students can refine algorithms

Students will perform different

Understanding the defensive

Students are introduced to the

knowledge programs: Variables, constants, Computational Thinking, Designing, | Students will be able to identify sorts and searches on a given data | design considerations and the use | concept of Boolean logic and truth
covered: operators, and assignments creating algorithms and think about | and correct logical errors in set: of input validation and ensuring a tables. Students should be able to
Three basic programming how to apply them to different algorithm design. e Bubble Sort program is maintainable. They draw basic logic gates a‘nd produce
constructs, used to control the flow | scenarios. Modify algorithms to meet new or | ® Insertion Sort mus‘t also ur?derstand the .dlfferent a truth table for the logic gate.
of the pr.ogram aTre us.ed (selection, | students will then apply the key changing requirements. e Linear Search testing regw;ement; anlccij |;s "
sequencing and iteration). concepts of computational thinking, | Use trace tables to follow the logic |® Binary Search furposle.thtuthents St Ochh be able
Common arithmetic and Boolean abstraction, decomposition and of an algorithm step-by-step e Merge Sort 0 apply the theory to thelr
A ' programming tasks.
operators (AND, OR, NOT) also algorithmic thinking. Predict and verify the output of an
|n.troduced and can be.applled to algorithm given specific inputs.
different programs, using Python.
Assessment: Formative Formative

Do Now activities at the start of
lessons.

ReviseCS to practise exam style
questions and recall.

Direct questioning in lessons.

Summative
End of unit written test using OCR
Exambuilder questions.

Practical Programming test.

Do Now activities at the start of lessons — recap on previous learning.
ReviseCS to practise exam style questions and recall.

Direct questioning in lessons.
Summative

End of unit written test using OCR Exambuilder questions — assessing assessment objectives 1/2/3.




Year 11 Computer Science Curriculum Map (J227/02)

Component 1

Topic: PPE1 Preparation 1.4 — Network Security 1.5 Systems Software PPE 2 Preparation Revision
When: Autumn Term 1: Autumn Term 2 Spring Term 1 Spring Term 2 Summer Term 1
Domains of Networks Software
Knowledge: Digital Literacy Digital Literacy
Software
Key Concepts: Communication and Networks: Internet, | Communication and Networks:
WWW, network topologies, Encryption, protocols, standards.
communication online, encryption, Digital Literacy: Encryption.
protocols, standards, packet S,W'tChmg,’ Software: User Interface design, utility
network hardware, compression, routing,
] . software.
privacy, network security.
Digital Literacy: Staying safe online,
cyber security, network vulnerabilities,
penetrating testing, encryption.
Ethics, Cultural and Legal: Data
Protection Act, GDPR, Copyright Designs
and Patents Act, creative commons, RIPA,
Freedom of Information Act, Information
Commissioner, Computer Misuse Act,
privacy.
Problem Solving: network security.
End Points: AO1: Demonstrate knowledge and understanding of the key concepts and principles of

What it covers
Skills &

Understanding:

Students are taught how to answer exam
style questions, focusing on PEEL for longer
answer questions. PPE1 will cover: 1.1, 1.2,
1.3,1.6.

Computer Science.

AO2: Apply knowledge and understanding of key concepts and principles of Computer

Science.

Students need to know what the threats
to computer systems and networks are.
They should understand different forms
of attack, such as malware and social
engineering. Students will also need to be
able to identify methods prevent
vulnerabilities such as firewalls and
passwords.

Students should be able to consider the
purpose and functionality of operating
systems and utility software. Students will
need to have an awareness of user
interfaces, memory management,
encryption, defragmentation and data
compression.

Revisit key content and practise
answering exam style questions.

Final preparation for the summer
examinations.

Walking talking mocks to prepare students
to tackle GCSE examinations.

Assessment: PPE1: Reduced GCSE paper 1 hour. End of unit written test using OCR Exambuilder questions. GCSE Component 1 Assessment. Component 1 Exam.
Content: 1.1, 1.2, 1.3, 1.6. OCR MCQ to check recall in lessons ReviseCS — for homework and practice. Full GCSE Component 1 exam (1 hour 30 Covers all content from Year 10 and 11.
minutes).
Covers all units/content: 1.1, 1.2, 1.3, 1.4,
1.5,1.6.
Component 2 \
Topic 2.5 Programming Languages | PPE Preparation - | 2.1 Revision 2.2 Revision PPE 2 Preparation | 2.3 Revision 2.4 Revision Final Preparation
and IDE’s Full J277/02 Paper
When: Autumn Term 1 Autumn Term 1 Autumn Term 2 Autumn Term 2 Spring Term 1 Spring Term 2 Spring Term2 Summer Term 1
Domains of Programming Constructs Programming constructs Problem Solving Problem Solving Mathematical Concepts and
Knowledge: Algorithms Algorithms Algorithms Logic
Problem solving Mathematical Concepts and Languages Hardware

Logic




Languages

Key Concepts: Languages: Low level
languages, high level
languages, assembler,
compiler, interpreter, IDE’s.
Algorithms: Syntax and logic
errors, error correction of an
algorithm.

Problem solving: Syntax
errors, logic errors.

End Points: AO3: Analyse problems in

computational terms:

to make reasoned
judgements to design,
program, evaluate and refine
solutions.

Problem Solving:
Computational thinking
(abstraction, decomposition,
pattern recognition,
algorithmic thinking), sorting
and searching algorithms
(bubble sort, binary sort,
insertion sort, binary search,
linear search).

Algorithms: Interpret
algorithms, create algorithms,
purpose of an algorithm,
outputs of an algorithm,
syntax and logic errors, error
correction of an algorithm,
sorting and searching
algorithms.

Mathematical Concepts and
Logic: Boolean expressions.

Languages: Flow charts, OCR
reference language,
pseudocode, Python.

Problem Solving:
Programming constructs
(sequencing, selection and
iteration).

Algorithms: Interpret
algorithms, create algorithms,
purpose of an algorithm,
outputs of an algorithm.

Mathematical Concepts and
Logic: Boolean expressions.

Languages: High level
languages, algorithms, flow
charts, OCR reference
language, pseudocode,
Python.

Broken down

Students should be able to

AO1: Demonstrate knowledge and understanding of the key
concepts and principles of Computer Science.

AO2: Apply knowledge and understanding of key concepts
and principles of Computer Science.

AO3: Analyse problems in computational terms:

to make reasoned judgements to design, program, evaluate

and refine solutions.

Problem Solving: Syntax
errors, logic errors.

Algorithms: Outputs of an
algorithm, syntax and logic
errors, error correction of an
algorithm.

Languages: Python.

Mathematical Concepts and
Logic: Boolean expressions,
truth tables.

Hardware: Logic gates, truth
tables.

How to tackle a

Students will cover:

Students consider:

AO1: Demonstrate knowledge and understanding of the key
concepts and principles of Computer Science.

AO2: Apply knowledge and understanding of key concepts
and principles of Computer Science.

AO3: Analyse problems in computational terms:

to make reasoned judgements to design, program, evaluate

and refine solutions.

How to tackle a

Understanding the defensive

Students are introduced to

Maximising marks

knowledge differentiate between low GCSE paper. Computational Thinking, Variables, constants, GCSE paper. design considerations and the | the concept of Boolean logic | for the final GCSE
covered: and high-level languages. Understand how Designing, creating, and operators, and assignments. | Understand how use of input validation and and truth tables. Students papers.
They should be able to to answer Paper 2: | refining algorithms, searching | students are introduced to to answer Paper 2: | €nsuring a program is should be able to draw basic | practicing the key
explain the need for Part B with the use | and sorting algorithms. the three basic programming | Part B with the use maintainable. They must also | logic gates and produce a skills.
translators and explain the of OCR reference | Students should be able to constructs. used to control of OCR reference | understand the different truth table for the logic
benefits and drawbacks of language. perform different sorts and the flow 01; the program. language. testing requirements and its | gate.
using a compiler or searches on a given data set _ _ purpose. Students should be
interpreter. Students also and design algorithms to Common arithmetic and able to apply the theory to
need to gain knowledge of solve simple tasks. Boolean operators (AND, OR, their programming tasks.
the tools the IDE provide, NOT) also introduced.
how the tools help a Students should be able to
programmer develop a understand and apply the
program and demonstrate different Boolean operators
practical skills using these to simple tasks using Python
tools (at least one IDE — programming.
Python).
Assessment: End of unit written test using | Past Papers Past Paper Questions. Past Papers. Past Paper Questions. Past Papers.

OCR Exambuilder questions.

OCR MCQ to check recall in
lessons ReviseCS — for
homework and practice.

ReviseCS — for homework and practice.

ReviseCS — for homework and practice.




