Subject: Computer Science

Long Term Plan

Vision Statement:
The Computer Science curriculum is designed to give students the opportunity to solve problems logically without fearing failure. By doing this, students will build resilience and tenacity, enabling them to succeed in the modern digital age. While the
world of work is ever-changing, the need for traditional IT skills remains essential. Embedding these skills within the curriculum will ensure that students leave Lutterworth with key vocational abilities. Additionally, students will develop a 21st-century
understanding of online safety and the positive and negative outcomes of Computer Science. By learning these skills, we will enable equality of access, reduce the digital divide ensuring no student is disadvantaged due to their background or access
to technology. Given the significance of social media in everyday life, it is also essential that students understand both the positives and negatives of its use, including the impact influencers have through their social media platforms. Students should
be equipped with the skills and opportunities to critically evaluate the impact of social media on society.

Domains of knowledge:

Digital literacy
Programming
constructs
Algorithms

Problem solving
Data representation
Hardware
Networks

Software

Key concepts:

Digital literacy
Staying safe online, cyberbullying, the use of social media, impact of digital media, fake news, using Microsoft applications effectively (word processing, spreadsheets, email), copyright and the use of creative commons,
evaluating information, digital footprint, cyber security, network vulnerabilities, penetrating testing, encryption.

Problem Solving

Analysis of a problem, computational thinking (abstraction, decomposition, pattern recognition, algorithmic thinking), programming constructs (sequencing, selection and iteration), data representation calculations,
Python programming, data structures, flow charts, pseudocode, sorting and searching algorithms, Scratch, microbits, Small Basic, syntax errors, logic errors, network security, software development methodologies,
testing.

Algorithms

Interpret algorithms, create algorithms, purpose of an algorithm, outputs of an algorithm, syntax and logic errors, error correction of an algorithm, data structures, sorting and searching algorithms (bubble sort, binary
sort, insertion sort, binary search, linear search), evaluating algorithms, sequence, selection, iteration, computational thinking, testing code, trace tables, Al, flow charts, data structures, subprograms, functions and
procedures.

Mathematical concepts and logic

Base 2, base 16, binary conversion, hex conversion, binary addition, binary shifts, overflow, two’s complement, sign and magnitude, floating point, compression, text conversion, image calculations, sound calculations,
file size, logic gates, Boolean expressions, ciphers, truth tables, microbits.

Languages

Low level languages, high level languages, algorithms, flow charts, OCR reference language, pseudocode, block coding, LMC, SQL, Excel formulae, Excel functions. HTML, CSS, JavaScript, Small Basic, Python, Godot,
PyGame, assembler, compiler, interpreter, trace tables, microbits.

Communication and Networks

Internet, WWW, network topologies, communication online, encryption, protocols, standards, packet switching, network hardware, compression, routing, privacy, HTML, CSS, JavaScript, network security.

Hardware

Network hardware, cabling, CPU, RAM, ROM, peripheral devices, binary, embedded systems, logic gates, microbits systems architecture (Von Neumann).

Ethics, Cultural and Legal
Data Protection Act, GDPR, Copyright Designs and Patents Act, creative commons, RIPA, Freedom of Information Act, Information Commissioner, privacy, ethics, cultural symbolism, Ul design, accessibility, use of artificial
intelligence, environmental issues.

Software
Spreadsheets, word processing, presentation software, DTP, User Interface design, application of software, databases, systems software, utilities.




Year 7 Curriculum Map Computer Science

Introduction to Programming

Topic: Digital Students (Scratch) Understanding Computers (Hardware) | Networks Computational Thinking Microbit Madness

When: Autumn Term 1 Autumn Term 2 Spring Term 1 Spring Term 2 Summer Term 1 Summer Term 2

Domains of Digital literacy Programming constructs Hardware Hardware Problem Solving Problem Solving

Knowledge: Networks Algorithms Networks Algorithms, Languages

Problem solving Hardware

Key Concepts: Digital literacy — Staying safe online, Problem solving — Programming Hardware — Network hardware, Communication and Networks — Problem Solving — Analysis of a Problem Solving — microbits,
cyberbullying, the use of social media, | constructs (sequencing, selection and | cabling, CPU, RAM, ROM, peripheral Internet, WWW, network topologies, problem, computational thinking Algorithms — Interpret algorithms,
impact of digital media, fake news, iteration). devices, embedded systems, logic communication online, encryption, (abstraction, decomposition, pattern create algorithms, purpose of an
using Microsoft applications effectively Algorithms — Create algorithms, gates, microbits systems architecture protocols, standards, packet switching, | recognition, algorithmic thinking). algorithm, outputs of an algorithm,
(word processing, spreadsheets, outputs of an algorithm, syntax and (Von Neumann). network hardware. syntax and logic errors, error
email), copyright and the use of logic errors, error correction of an Hardware — Network hardware, correction of an algorithm.
creative commons, evaluatin i i q g :
T ita,l foot rintg algorithm. cabling. Languages — block coding, microbits,

» g print. Languages — Scratch. Python.
Software — Spreadsheets, word . .
. . Hardware — microbits.

processing, presentation software,
DTP, User Interface design.
Communication and Networks —
Internet, WWW, communication
online.

End Points: e Create, reuse, revise and repurpose e Use 2 or more programming e Understand the hardware and e Understand the hardware and o Design, use and evaluate e Use two or more programming

digital artefacts for a given audience,
with attention to trustworthiness,
design and usability.

e Understand a range of ways to use
technology safely, respectfully,
responsibly and securely, including
protecting their online identity and
privacy; recognise inappropriate
content, contact and conduct, and
know how to report concerns.

languages, at least one of which is
textual, to solve a variety of
computational problems.

software components that make up
computer systems, and how they
communicate with one another and
with other systems.

e Understand how instructions are
stored and executed within a
computer system.

software components that make up
computer systems, and how they
communicate with one another and
with other systems.

computational abstractions that
model the state and behaviour of real-
world problems and physical systems.
e Understand several key algorithms
that reflect computational thinking.

languages, at least one of which is
textual, to solve a variety of
computational problems.

e Understand the hardware and
software components that make up
computer systems, and how they
communicate with one another and
with other systems.

Broken down
knowledge covered:

Students will have knowledge of
copyright, creative commons, staying
safe online, file management, social
networking, email and searching the
web.

Students will have knowledge of inputs
and outputs, variables and IF
statements. Students should then be
able to select the correct programming
blocks and produce basic Scratch
programs.

Students need knowledge of what a
computer is, input process and output
cycle, computer hardware, and the
CPU. They should be able to explain
what the FDE cycle is.

Students should be aware of what
networks and protocols are, be able to
identify the different hardware, and
the differences between wired vs
wireless, the internet, internet services
and the world wide web.

Students will learn the basics of
computational thinking, including
abstraction, decomposition, pattern
recognition, and algorithms, and
understand their importance. Students
should then be able to apply this with
relation to complex problems and
identify patterns and trends.

Students are introduced to physical
computing using microbits.

Students will apply programming
concepts to solve and produce
programs using block coding, extension
available to students who can attempt
to code using Python.

Formative Do Now activity at the start of lessons In class tasks to measure Do Now activity at the start of lessons Do Now activity at the start of lessons Design, use and evaluate Do Now activity at the start of lessons
Assessment: to review knowledge from previous understanding and peer review. to review knowledge from previous to review knowledge from previous computational abstractions that model | to review knowledge from previous
lessons. Do Now activity at the start of lessons | lessons. lessons. the state and behaviour of real-world lessons.
Recap and revision task at end of unit. | to review knowledge from previous Recap and revision task at end of unit. | Recap and revision task at end of unit. | Problems and physical systems. Recap and revision task at end of unit.
lessons.
Summative Multi-choice online assessment at the Multi-choice online assessment at end | Multi-choice online assessment at end | Multi-choice online assessment at end | Multi-choice online assessment at end | Multi-choice online assessment at end
Assessment: end of the unit. of unit. of unit. of unit. of unit. of unit




Year 8 Curriculum Map Computer Science

Topic: My Digital World: Introduction to Python: Spreadsheets: Binary & Data Representation: HTML & CSS Canva
When: Autumn Term 1 Autumn Term 2 Spring Term 1 Spring Term 2 Summer Term 1 Summer Term 2
Domains of Digital Literacy Programming constructs Digital Literacy Data Representation Problem solving Digital Literacy
Knowledge: Algorithms Hardware Algorithms, Languages
Problem solving Problem solving
Key Concepts: Digital literacy — Staying safe online, Problem solving — Programming Software — Spreadsheets. Mathematical concepts and logic — Languages — HTML, CSS, JavaScript. Software — Spreadsheets.
cyberbullying, the use of social media, | constructs (sequencing, selection and Digital Literacy — using Microsoft Base 2, base 16, binary conversion, hex | communication and Networks — Digital Literacy — Using Microsoft
impact of digital media, fake news. iteration). applications effectively. conversion, binary addition, binary HTML, CSS, JavaScript. applications effectively.
Ethics, Cultural and Legal — Copyright | Algorithms — Create algorithms, Languages — Excel functions. shifts, oyerfl'ow, compression, text Languages — Excel functions.
Designs and Patents Act, Creative outputs of an algorithm, syntax and conversion, images and sound. . .
. . . . . Problem solving — Programming
Commons, ethics, privacy. logic errors, error correction of an Hardware — Binary. . .
aleorithm constructs (sequencing, selection and
g ’ iteration), flow charts.
L — Python. .
anguages — Fython Algorithms — Create algorithms,
outputs of an algorithm, syntax and
logic errors, error correction of an
algorithm, flow charts.
Languages — Python, flow charts.
End Points: e Understand a range of ways to use e Use two or more programming e Undertake creative projects that e Understand how instructions are e Design, use and evaluate

technology safely, respectfully,
responsibly and securely, including
protecting their online identity and
privacy; recognise inappropriate
content, contact and conduct and
know how to report concerns.

o Create, re-use, revise and re-purpose
digital artefacts for a given audience,
with attention to trustworthiness,
design and usability.

languages, at least one of which is
textual, to solve a variety of
computational problems.

involve selecting, using, and
combining multiple applications,
preferably across a range of devices,
to achieve challenging goals, including
collecting and analysing data and
meeting the needs of known users.

stored and executed within a
computer system; understand how
data of various types (including text,
sounds and pictures) can be
represented and manipulated
digitally, in the form of binary digits.

computational abstractions that
model the state and behaviour of real-
world problems.

e Undertake creative projects meeting
the needs of known users.

e Undertake creative projects that
involve selecting, using, and
combining multiple applications,
preferably across a range of devices,
to achieve challenging goals, including
collecting and analysing data and
meeting the needs of known users.

Broken down
knowledge covered:

Students revisit topics such as e-safety,
however there is greater focus on
Copyright, Searching Smart, Staying
Safe Online, Cyber Abuse.

Students will also learn about how to
trust online content and what they
should be looking for.

Students will look at how to search
smart and how to evaluate the quality
of the information.

Students will look at the Copyright,
Designs and Patents act and the use of
Creative Commons.

Students will be introduced to Python
programming language and help them
develop their text-based programming
skills. They will understand inputs and
outputs and use of variables. Students
should be able to write small programs
using IF statements (and Else/Elif).

Students will have learnt the skills
needed to ensure that they can
Format Cells.

Modelling scenarios; use the correct
formulae, functions, conditionals,
validation in MS Excel.

Students will also gain an
understanding of where they are used
in the real world and why.

Students will be able to convert from
binary to denary and denary to binary.
They will be able to perform simple
binary addition and be able to convert
basic hexadecimal numbers. Students
will know what ASCII and Unicode is
and why they are used for representing
text. Students will also gain knowledge
of how sound images are converted to
binary.

Students will be introduced to HTML
and what it is used for.

Students will be able to create their
own website and use tags to format
text and add images.

Students will also add hyperlinks to
their own pages.

Students will revisit key skills
developed through Y7 and Y8.

Students will create an animated
informative advert using Canva
features and tools for video. Using
images and text and sound to create a
multimedia advert.

Create a spreadsheet yearly budget on
Excel. Using key formulas and
formatting techniques, such as table of
data, SUM, MAX, MIN and AVERAGE
formula and conditional formatting.

Learn how to create a basic flow chart.
Revisit Python programming skills, to
solve a real-life problem.

Formative
Assessment:

Do Now activity at the start of lessons
to review knowledge from previous
lessons

Do Now activity at the start of lessons.
Recap and revision task at end of unit.

Do Now activity at the start of lessons.
Recap and revision task at end of unit.

Do Now activity at the start of lessons
to review knowledge from previous
lessons.

Do Now activity at the start of lessons
to review knowledge from previous
lessons.

Do Now activity at the start of lessons
to review knowledge from previous
lessons.

Recap and revision task at end of unit.

Summative
Assessment:

Multi-choice online assessment at end
of unit.

Multi-choice online assessment at end
of unit.

Multi-choice online assessment at end
of unit.

Multi-choice online assessment at end
of unit.

Final interactive page, demonstrating
skills in JavaScript.

Multi-choice online assessment at end
of unit.




Year 9 Curriculum Map Computer Science

Topic: Back to the Future Python Programming Continued Artificial Intelligence 101 Cyber Security HTML, CSS & JavaScript Scratch Scrolling Game
When: Autumn Term 1 Autumn Term 2 Spring Term 1 Spring Term 2 Summer Term 1 Summer Term 2
Domains of Digital Literacy Programming constructs Digital Literacy Networks Problem solving Programming constructs
Knowledge: Hardware, Networks, Algorithms Digital Literacy Algorithms Algorithms
Data Representation Problem solving Software Problem solving
Key Concepts: Digital Literacy — Cyber security, Problem solving — Programming Ethics, cultural and legal — Use of Communication and Networks - Problem solving — Programming Problem solving — Programming
network vulnerabilities, penetration constructs (sequencing, selection and artificial intelligence. Internet, WWW, network topologies, constructs (sequencing, selection). constructs (sequencing, selection and
testing, encryption. iteration). communication online, encryption, Algorithms — Outputs of an algorithm. iteration).
Mathematical concepts and Logic — Algorithms — Create algorithms, protocols, privacy, network security. Languages — HTML, CSS, JavaScript. Algorithms — Create algorithms,
Bool i iph truth tputs of Igorith it Digital Li — Stayi f li tputs of Igorithm.
B e | e’ D e s, | CommuncationandNetwarks | 2424 a0 sontm
. g _ : Y Y, " | HTML, €SS, JavaScript. Languages — Scratch.
Languages — HTML. algorithm.
Hardware — Logic gates. Languages — Python.
End Points: e Understand simple Boolean logic (for [e Use two or more programming e Understand a range of ways to use e Understand the hardware and e Use two or more programming e Undertake creative projects that

example, AND, OR and NOT) and some
of its uses in circuits and
programming.

e Design, use and evaluate
computational abstractions that
model the state and behaviour of real-
world problems and physical systems.

e Understand a range of ways to use
technology safely, respectfully,
responsibly and securely.

languages, at least one of which is
textual, to solve a variety of
computational problems.

technology safely, respectfully,
responsibly and securely, including
protecting their online identity and
privacy.

software components that make up
computer systems, and how they
communicate with one another and
with other systems.

e Understand a range of ways to use
technology safely, respectfully,
responsibly and securely.

languages, at least one of which is
textual, to solve a variety of
computational problems; design and
develop modular programs that use
procedures or functions.

involve selecting, using, and
combining multiple applications, to
achieve challenging goals.

e Use two or more programming
languages, at least one of which is
textual, to solve a variety of
computational problems.

Broken down

knowledge covered:

This unit will focus on important
people within the world of Computer
Science. The unit will cover:

1. Introduction to Alan Turing and
understand how messages can be
encrypted using ciphers and how
they can be decrypted.

2. Learn about Sir Tim Berners-Lee
and how he developed the WWW
and be able to differentiate
between the WWW and the
Internet.

3.  Write a simple webpage in HTML.

4. Understand Boolean logic and who
George Boole is and learn how to
make simple logic gates, using
AND, OR and NOT.

5. Beintroduced to the “Father of
Computing” — Charles Babbage
and the machines that he

Revisit the skills taught in Year 8

(sequencing and selection) and

introduce the use of iteration:

1. Revisit inputs, outputs and
variables.

2. Casting a data type.

3. Reuvisit selection and the use of IF
statements.

4. Introduce the use of While Loops —

what they are, when they are used
and how to write small While Loop
programs.

5. Introduce the use of For Loops —
what they are, when they are used
and how to write small For Loop
programs.

This is a new topic that allows students
to explore the use of Artificial
Intelligence:

1. Students will be introduced to
what Al is and the different types.

2. Students will look at the concept
of Machine Learning and how data
is used to “train” Al models.

3. Neural networks are considered
and how they are used in “deep
learning”.

4. Ethical implications of their uses
and the implications of Al (privacy
and job displacement).

5. Students will look at the future of
Al and the impacts this will have
on society and economy.

Students will develop their

understanding of cybersecurity:

1. What “your data” means; value of
data; how data might be used or
misused.

2. What social engineering is;
common tactics (phishing etc.);
recognising manipulation.

3. Who script kiddies are; using
existing tools vs building own;
basic breaches from low-skill
attackers.

4. Botnets, automated attacks, how
bots can be used maliciously.

5. Basic networking concepts;
understanding localhost; IP
addresses; perhaps ports.

Students will develop skills that they
have learnt in Year 8, to improve their
programming skills in HTML and CSS.
Students will also be introduced to
JavaScript. Students will also develop
skills in JavaScript:

1. Usinginputs and outputs.

2. How to program IF statements.
3. Students will then be able to use
all of these skills to develop a
simple project — creating an

interactive site.

Students are continuing to develop

their programming skills in Scratch,

reviewing skills from previous units:

1. Using coordinates to control a
sprite.

2. How to make a scrolling

background.

Understand how to use gravity.

4. How to add a “baddy” to the
program.

5. Introduce how to make “levels”
within a game.

6. Importance of design features
when developing a game.

w

developed.
Formative Do Now activity at the start of lessons Do Now activity at the start of lessons. | Do Now activity at the start of lessons. | Do Now activity at the start of lessons. | Do Now activity at the start of lessons Do Now activity at the start of lessons
Assessment: to review knowledge from previous Recap and revision task at end of unit. Recap and revision task at end of unit. Recap and revision task at end of unit. to review knowledge from previous to review knowledge from previous
lessons. lessons. lessons.
Recap and revision task at end of unit.
Summative Multi-choice online assessment at end | In class programming assessment — Multi-choice online assessment at end | Multi-choice online assessment at end | Final interactive page, demonstrating Log of the development of the game,
Assessment: of unit. students to complete programming of unit. of unit. skills in JavaScript. with end user feedback.

tasks.




